Abriska 22301 Methodology
URM has developed Abriska 22301, a software tool which assists organisations complete a business
impact analysis (BIA) and risk assessment, two essential processes required to establish a business
continuity management system (BCMS). Abriska was originally based on best practice encapsulated
within BS 25999 (British Standard for Business Continuity Management) and has been further developed
against the International Standard ISO 22301 released in 2012. The following 4 steps highlight the
methodology within Abriska.

Step 1: Business Impact Analysis Understanding the Relationships and Dependencies
Conducting a BIA of an entire organisation can be a major undertaking. As such, Abriska allows the BIA to be built up
in sections, typically starting with a high priority division or unit within the organisation. The first part of the BIA is to
decide what products and services within that division need to be included within the scope of the business continuity
management system (BCMS). To understand how to protect these products and services from potential business
interruptions the internal activities (processes) need to be understood. These activities are supported by resources,
such as people, premises and technology. These three levels of relationships must be mapped in order to
understand the impact on the organisation if a particular resource becomes unavailable. This is a crucial part of the
BIA, as understanding the relationships that exist between product and services, activities and resources, highlight
the areas of the business that need protecting. Abriska displays this information in an intuitive, dynamic relationship

Step 2: Business Impact Analysis Assessing the Impacts Over Time & Recovery Timeframes
For each of the activities that are identified in Step 1,
the organisation needs to consider the impact on the
organisation if it was unable to operate that activity.
Different organisations may wish to consider different
impacts and Abriska can easily be customised to meet
these needs. This Step examines each of those
impacts to consider the overall impact on the
organisation over the timescale defined for that division.
As an example, how long could a call centre not be able
to accept any incoming calls due to financial or
reputational impact?
Tolerances can be assigned to these impacts and can
be translated into typical metrics for ISO 22301, the
maximum tolerable period of disruption (MTPD) or
maximum acceptable outage (MAO). Abriska calculates
this based on the tolerances and impacts defined within
the setup, ensuring a level of consistency is achieved

regardless of who completes the BIA. Also within the
BIA, the business can define what resources they
require upon resumption to minimise the impact.
Abriska allows this information to be captured and
analysed including setting the recovery time.

Customised
Specifically developed to meet the requirements of BS ISO
22301:2012 (the International Standard for Business
Continuity Management), Abriska 22301 adopts a structured
approach to comply with the Standard and automatically
produces a range of outputs, including a prioritised list of
activities, the relationships and dependencies between
products, services, activities and resources, as well as RTOs
and MAOs for prioritised activities.

Accountability
With Abriska 22301, specific tasks (such as conducting
business impact analyses and risk assessments) can be
assigned to individuals within the organisation. This enables
the organisation to determine what decision was made by
who, when and why. The tool is configured to assign specific
roles so that users can only access areas of the risk
assessment and BIA relevant to them.

Centralised Repository
Rather than working on a disparate set of spreadsheets and
Word documents which need to be continually integrated,
Abriska 22301 acts as a central repository which presents a
'single view of the world'. The net result is that there are
considerable time and cost savings. Clients estimate that
business impact analyses and risk assessments can be
achieved in 10% of the time when compared to manual

methods. With Abriska, risks are instantly visible to the
business continuity manager. For example, if an impact
variable for a specific threat is changed, then this updated
risk will be immediately visible from the reports and the
dashboard.

Consistency and Repeatability
One of the absolute fundamentals of ISO 22301 is the need
for organisations to conduct robust and repeatable BIAs and
risk assessments. Abriska 22301 is ideally suited to meeting
this requirement. The software allows organisations to
compare results against previous assessments and
demonstrate how risks and vulnerabilities have reduced over
time. Abriska also ensures, via the workflow, that a
consistent methodology is used across all sites and business
units.

Flexibility and Customisation
Abriska offers flexibility in a number of ways. The software
can be tailored to integrate with other areas of risk
management e.g. aligning with the organisation's risk
appetite and strategy. Abriska also allows for the likelihood of
a threat occurring to vary across the organisation, with
considerable scope for the customisation and addition of
threats and vulnerabilities.
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About Abriska

URM is dedicated to assisting organisations improve their
business continuity, information security and data protection
in line with leading industry standards such as ISO 22301
and ISO 27001. It does this through the provision of
consultancy, training and Abriska. At all times, the focus is
on providing pragmatic and appropriate solutions i.e. getting
the balance right.

In addition to Abriska 22301, URM has developed Abriska
27001 which meets the risk management requirements of
ISO 27001, The International Standard for Information
Security Management. With its flexible approach, Abriska
can be applied to any management system or standard
which has risk assessment at its heart.

Blake House
Manor Park, Manor Farm Road
Reading
Berkshire RG2 0JH
Phone: 0118 206 5410
Email: info@urmconsulting.com

